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What's New In?

Get a Free Copy of Advanced Cybersecurity Solutions in Your Inbox Computerworld Aug 18, 2013 By
David C. Welch A Trojan that seems to target Iranian government agencies has been discovered, but the
group responsible for creating the malware has so far eluded investigators, according to two reports from
two separate security research teams. In an analysis published Aug. 15 by Moscow-based cybersecurity
firm Kaspersky Lab, the group dubbed "Hacker Team Poison Ivy" said it created "Persian Rain" in March
2013. A Trojan which has been targeting Iranian government agencies has been discovered. The initial
version of Persian Rain has been developed to target two Iranian state-owned companies, the Iranian Postal
Service and the Iranian Air Force. Those services were targeted by the malware, which the Hacker Team
Poison Ivy calls "an effective way to pay the bills," according to Kaspersky Lab. Kaspersky Lab's report,
published here (in Russian), described the malware as an extremely sophisticated piece of software that
was made to be difficult to detect. "The authors of Persian Rain have created a really good implementation
of the traditional infector [Trojan] process," Kaspersky Lab said. "It is difficult to detect and starts its
work quietly, without anyone noticing it on the system." While most malware is associated with fraud or
other criminal activities, the Russian security firm said that Persian Rain was much more sophisticated,
and it appears to be a "potentially very dangerous threat." The Kaspersky Lab report, like the one from
another security research firm, Symantec, says that Persian Rain is based on the Titanium Stuxnet worm.
Symantec's report, published Aug. 15, says the hacker group may have created the Persian Rain malware
in response to the Stuxnet attacks on Iranian nuclear facilities. "Stuxnet is the work of a group of highly
skilled engineers," Symantec said in a statement. "It is therefore entirely possible that Persian Rain was the
work of another group of highly skilled engineers, or at least that it was developed with similar intent, to
further one's ambition to create a'suicide' virus." In addition to targeting government-owned organizations,
Persian Rain has also targeted banks and financial institutions, according to both Kaspersky Lab and
Symantec. But the Iranian government isn't the only one that's been targeted by Persian Rain, according to
both security firms. "Iranian financial institutions have also become the target of a new variant of the
Stuxnet virus," Symantec said in its report. "We've also seen Persian Rain used in attacks on other
countries," Kaspersky Lab said. "There is also the possibility of targeting foreign organizations." A search
on VirusTotal.com, a crowd-sourced website that collects submissions of virus
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System Requirements:

Operating Systems: Windows 10, Windows 8, Windows 7 (64 bit only), Windows Vista (64 bit only),
Windows XP (32 bit only) CPU: Intel Core 2 Duo (4 CPU cores), AMD Athlon 64 X2 (4 CPU cores), or
Intel Core i3, or Intel Core i5, or Intel Core i7 Memory: 2GB RAM, 4GB RAM or more, or 2GB RAM
with 64 bit Graphics: DirectX 9.0c compatible video card with 1GB RAM or more and 512MB v
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